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= Zone Transfer
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= System Vulnerability
= DNS Spoofing

= DNS ID hacking

= DNS cache poisoning
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= Split Horizon DNS

= Split-Service DNS
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Development of errors in .com zones
NHowv 1998 - Now Z0D2

00
a0

= 1u] —

o W M
&0
S0
40
30

—

Eror percentage

20
10

Mow Feb hMay f2ug Mov Feb May &g Mowv Feb bay fuag Mov Feb May Ao Mow
G 99 '8m "9 '89S 00 ‘00 00 00 0 D ol O 02 02 'z 02

Domain Health Survey 2002.11
http://www.menandmice.com/6000/6150_chart.html|
FAT BB PRAT Y o ERP A

Taiwan Computer Emerg Team / C Center

14K/ Single Point of Failure
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) ) . Percentage |Change since |Change since
Single Point of Failure
(N=5000) |Aug'02 May 01
All name serverson the same subnet  |28.1% +0.5 +2.6
Only one authoritative name server 6.6% -0.8 +0.6

Domain Health Survey 2002.11
http://www.menandmice.com/6000/61_recent_survey.html
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Zone Transfer Results Percentage |Change since |Change since
(N=5000) |Aug'02 Nov '98

No server allowed zone transfer 38.6% -1.0 -24.96

Some server blocked zone tran sfer 6.0% +3.3 -0.36

All name servers allowed zone transfer ||55.3% -1.2 -24.0

Domain Health Survey 2002.11
http://www.menandmice.com/6000/61_recent_survey.html
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= How many hosts you have

= What makes and models you have
= What their names are
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= Don't place all the DNS Servers in the same
subnet with the single choke point or router.

« Dont put all of the DNS servers behind a single
leased line

» Always distribute the DNS Servers in different
network in different routing paths.
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At least two different server hosts

Running the DNS on different platforms of
hardware/OS

o F IR e R g 4o )]
Different versions of DNS Server Software Or
Different DNS Servers Software

= Choose other alternatives

Arrange Off-site slave name server
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1K) System Vulnerability(1)
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= New vulnerabilities are found in DNS Server all
the time
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= Dsign Phase
= Implementation Phase
= Operation Phase
= Human Nature
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= Buffer Overflow
= Format String
= Etc...
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1K) System Vulnerability(2)
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= Program Error
= Gain Privilege
= Denial of Service
= Information Leak
= Backdoor/trojan
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1K) System Vulnerability(3)
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= These vulnerabilities are usually patched
quickly

= Stay current with the lastest release or
patch update

= Join the mailing list that announces the

lastest release or patch update to keep you
informed.

= TWCERT/CC Advisory
= http://www.cert.org.tw/document/advisory
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1K) Split Horizon DNS
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1K) Split Service DNS
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= Consider creating two kinds of name server, each
optimized for a particular function:

= Advertising name servers:
= Authoritative for zones to “advertise” to the Internet
= Listed in parent zones’ NS records
= Queried only by other name servers
= Non-recursive

= Resolving nhame servers:
= Authoritative for “internal” zones

= Queried only by known resolvers (or forwarding name
servers)

= Answer recursive queries from trusted sources
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1K) Restrict Queries
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= If you can't turn off recursion, restrict the queries
that your name servers accept to:
= The addresses they should come from
= The zones they should ask about

= On most name servers

= Queries for records in authoritative zones can come from
anywhere, because the zones are delegated to the
name server

= Queries for records outside of authoritative zones should
only come from internal addresses
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= Run with Least Privilege

= To ensure that a vulnerability in BIND
doesn't give a hacker access to your host’s
entire Filesystem

= You'll need copies of important libraries and
system files in that directory

= For more information, see:

» http://www.linuxdoc.org/HOWTO/Chroot-
BIND-HOWTO.html

= http://www.etherboy.com/dns/chrootdns.html
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= Firewall can't protect DNS servers

= Harden you DNS server always review your
configuration and binaries
= Tripwire or other similar software to verify the

integrity of the DNS binaries&configuration files.

» Host based IDS
= Install NIDS to prevent DNS attack
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